AppMetrics for Transactionsz SCOM
Management Pack Users Guide

Introduction

SCOM Overview

System Center Operations Manager enables data center operations personnel to monitor state,
performance, and health information across multiple platforms in an enterprise environment.

By importing SCOM management packs from Microsoft or other vendors, SCOM can be configured to
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AppMetrics Management Pack

The AppMetrics manageant pack allows data center staff to monitor the health and availability of their
COM+ applications. By configuring the available threshold settings in AppMetrics, y@téarsnance
thresholds can be monitored though SCOM, alerting staff to problems as soon as they occur.

Features

The following features are incorporated into the AppMetrics management pack:

COM+ application performance monitoring

AppMetrics status monitorig

Auto discovery of AppMetrics managers, agents, and production monitors

Configurable discovery interval, and the ability to enable or disable various monitors and alerts
globally or individually

1 Product knowledge which informs the user of the purposehefinonitor or alert, and provides
resolution info when applicable

=A =4 =4 =

Installation

Importing the AppMetrics Management Pack

The AppMetrics Management pack is imported into SCOM as follows:

1. Navigate to the SCOMdministration console, and select thiglanagementPacksview.
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Figurel - Management Packs View

nager 2007 R2 - Xtremesoft
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! l !la@ % Notifications Internal Library

Management Packs 9 Actions
3 Look for: |— FindNow  Clear u || Actions 4 4
Mame £ | Version ‘ Sealed | Date Created | Description =l f Properties

¥ Application Log Library 6.1.7221.0 Yes System Application Log Library: This Manag § ﬁ:ﬂ;ewm

% Baselining Tasks Library 6.1.7221.0 Yes System Baselining Tasks Library: This Manz F'ac)‘c‘.:

% Client Monitoring Internal Library 6.1.7221.0 Yes Microsoft System Center Client Monitoring X Delete

% Client Monitoring Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Client Monitoring W Create

% Client Monitoring Overrides Management Pack 6.1.7221.0 2/23/2010 4:45:... This management pack is the default locati ;‘IaacrLagement

% Client Monitoring Views Library 5.1.7221.0 Yes 2/23/2010 445:... Microsoft System Center Client Monitoring W Dewnlead

% Data Warshouse Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Data Warehouse ;‘I:Er:(asgfment

% Distributed Application Designer Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Distributed Applic™ % Import

% Health Internal Library 6.1.7221.0 Yes 2/23/2010 4: System Health Interal Library: This Manage :aatlzgement

% Health Library 6.1.7221.0 ‘Yes 2/23/2010 4 System Health Library: This Management P ’

% Image Library (System Center) 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Image Library: Tk

% Image Library {System) 6.1.7221.0 Yes 2/23f2010 4:45:... System Image Library: This Management P. @ System Center

;I % Image Library (Windows) 6.1.7221.0 Yes Microsoft Windows Image Library: This Mar qu :;E;!:-r;—ise\p !

3 Instance Group Library 6.1.7221.0 Yes Microsoft System Center Instance Group Li &Y System Center

¥, Microsoft Audit Collection Services 6.1.7221.0 es ag:;agh;ng

&% Microsoft Generic Report Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Data Warehouse Online

% Microsoft System Center Operations Manager Library 6.1.7221.0 Yes 2/23f2010 4:45:... Microsoft System Center Operations Mana W

% MOM 2005 Backward Compatibility 6.1.7221.0 ‘fes 2/23f2010 4:45:... Microsoft Operations Manager Backward C (@ Management

S Network Device Library 6.1.7221.0 Yes 2/23[2010 4:45:... Microsoft System Center Network Device L Pack Basics
6.1.7221.0 2/23/2010 4:45:... Microsoft System Center Notifications Librz C] g':claggnm:e?ts

Netifieations | ihrar £177210 2UIAUMAN 445 Mirrnsaft Svstem Center Nntifications | ih;— ~ @ suilding

2. Right click on the Management Packs item, and sémport Management Pack&rom the
menu.
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3. Thelmport Management Packdialog will now appear.

Figure2 - Import Management Packs

Help
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Actions

Qlookfor: [ FndNow  Clear x || Actions =]
Name 4 ‘ Version ‘ Sealed ‘ Date Created ‘ Description = ﬁ Properties

% Application Log Library 6.1.7221.0 Yes System Application Log Library: This Manag % Export

% Baselining Tasks Library 61.7221.0 Yes System Baselining Tasks Library: This Manz F-Lacl;f,?erjert

‘% Client Monitoring Internal Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Client Monitoring x Delete

"% Client Monitoring Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Client Monitoring ﬂ\} Create

% Client Monitoring Overrides Management Pack 5.1.7221.0 2/23/2010 4:45:... This management pack is the default locati ',;?g,‘fg“m”t
itoring Views Library 6.1.7221.0 ‘fes 2/23/2010 4:45:... Microsoft System Center Client Monitoring % Dowmload
:house Library 6172210 Yes 2/23/2010 4:45:.., Microsoft System Center Data Warehouse r:&?ﬁment
1 Application Designer Library 61.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Distributed Applic™ % mport
=rnal Library 6.1.7221.0 ‘Yes 2/23/2010 4:45:... System Health Interal Library: This Manage Management
ary 6.1.7221.0 Yes 2/23/2010 %:4%:... System Health Library: This Management P Packs..
ary (System Center) 6.1.7221.0 Yes Microsoft System Center Image Library: Tk i i
ary (System) 6,1.7221.0 Yes System Image Library: This Management P @ g&';:fafgof:gte"
ary (Windows) 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft Windows Image Library: This Mar Manager Help  —J
sroup Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Instance Group Li Q System Center
udit Collection Services 6.1.7221.0 fes 2/23/2010 %:45: S‘:ﬁ?;:rns
Seneric Report Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Data Warehouse Online
5ystem Center Operations Manager Library 6.1.7221.0 ‘Yes 2/23/2010 4:45:... Microsoft System Center Operations Mana: Help -
i Backward Compatibility 6.1,7221.0 Yes 2/23/2010 4:45:... Microsoft Operations Manager Backward C (@ Management

S oo oevice Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Network Device L Pack Basics

"3} Motifications Internal Library 6.1.7221.0 2/23/2010 4:45:... Microsoft System Center Notifications Librz @ ’I;q:crl‘caggnmc?;;ts
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Figure3 - Select Management Packs

I, Import Management Packs

=
=y
E4 ~ Select Management Packs

4. Select theAdd button, and then select thé&dd from diskmenu item.

Figure4 - Add From Disk

E
%, ~ Select Management Packs
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5. A message popup may appear asking whetheseiarch online for dependent management
packs. It is recommended that you answer yes in order to obtain the latest MPs from Microsoft
which the AppMetrics MP depends on.

Figure5 - Online Catalog Connection

Online Catalog Connection |

k. Some of the management packs you select may have
' dependendies that cannot be located locally.

-

Would you like to search the online catalog for
these dependencies?

6. TheSelect Management &ks to Importdialog will appear. Navigate to the location of the
AppMetrics management pack and select it. This would normally be located under Program
Filed Xtremesoft AppMetrics for TransactiohSCOM.

Figure6 - Select Managemet Packs to Import

I, Select Management Packs to import E3
@(_}Ql .= Program Files (x86) = Xtremesoft ~ AppMetrics for Transactions » SCOM - Imll Search 5COM [:]
Organize *  Mew folder SR E] I@l
| Microsoft.NET ﬂ Name “ Date modified | Type | Size | |

) MSBuild

. Xtremesoft. AppMetrics.mp 3/4/2010 11:12 AM MP File

J Reference Assemblies
J Uninstall Information
J Windows Defender
J Windows Mail
J Windows Media Player
J Windows NT
J Windows Photo Viewer
J Windows Portable Devices J
| Xtremesoft
J AppMetrics for Transactions
. Docs
. MIBs
. SCOM
| data
. ProaramData LI

File name: |Xtremesoft.AppMetrics.mp j IAII Management Packs) (*.mp; j

Open I Cancel |

v

7. SelectOpen Thelmport Management Packdialog will now list the AppMetrics management
pack in itsSelect Management Padlst.
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Figure7 - Ready to Import

?_' Import Management Packs E

E{% Select Management Packs

Select Management Packs @ Help

- Add - 7 Properties ... ¥ Remove

Import list :

| Release Date | Status | EULA

W' | AppMetrics Management Pack

Status details :
This management pack is ready to import.

mstall | Cancel |
Y

8. Selectinstall. When the MP is imported, seleClog. The Management Packs view should now
list the AppMetrics management pack. It might take several minutes for SCOM to refresh the
view before the management pack is listed.
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Figure8 - Management Pack Imported

A system Center Operations Manager 2007 R2 - Xtremesoft

Fle  Edit

Management Packs (55
g Connected Management Groups A Look for: l— Find Now  Clear
= E:v:::eltl‘atr:ag:arr;r: Mame ’ ‘ Versian | Sealed | Date Created ‘ Description 28 % Properties
Agentless Managed 3, Application Log Library 6.1.7221.0 Yes 2/23/2010 4:44:... System Application Log Library: This Manag § Bwort
g m:tr:iekm;:\::swers W AppMetrics Management Pack 4.1.0.4 Yes 4/8/3010 1:45:4... Collects and displays alerts related to Apph ST
g Pending Management % Baselining Tasks Library 6.1.7221.0 Yes 2/23(2010 4:45:... System Baselining Tasis Library: ThisManz - 3¢ Delete
Unix/Linux Servers % Client Monitaring Internal Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Client Monitoring W create
4 Notifications ‘% Client Monitoring Library 6.1.7221.0 Yes . Microsoft System Center Client Monitoring gl:claggmgnt
=L Channels ‘3} Client Monitoring Overrides Management Pack 6.1.7221.0 ... This management pack is the default locati ﬁ? Download
% ZE::?:‘;::”S % Client Monitoring Views Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Client Monitoring ;’:&?iment
& ;idm Comnectors %, Data Warehouse Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Data Warehouse | 8 mport
05 Internal Connectors F, Distributed Application Designer Library 6.1.7221.0 Yes Microsoft System Center Distributed Applic Management
# R“”:;;::‘Zg“'a“” % Health Internal Library 6.1.7221.0 Yes System Health Interal Library: This Manage Packs...
8, Profies % Health Library 6.1.7221.0 Yes System Health Library: This Management P Resources &
] Sgﬂﬂ::r o — )| ™ tmage Library (System Center) 6.1.7221.0 Yes Microsoft System Center Image Library: - | @ gn;s;;"t*i ::sﬂter
P LI ‘% Image Library (System) 6.1.7221.0 Yes System Image Library: This Management P Manager Help —|
Discovery Wizard... ¥ Image Library (Windows) 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft Windows Image Library: This Mar & System Center
‘% Instance Group Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Instance Group Li E‘IE :;;;:ng
F, Microsoft Audiit Collection Services 6.1.7221.0 Yes 2/23/2010 4:45:.... Online
H, Microsoft Generic Report Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Data Warehouse i
Q — 4 Microsoft System Center Operations Manager Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Operatons Mana | @) Management
‘% MOM 2005 Backward Compatibility 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft Operations Manager Backward C Pack Basics
‘% Network Device Library 6.1.7221.0 Yes 2/23/2010 4:45:... Microsoft System Center Network Device L @ gl:clag;n;;gts
b Mntifiratinne Tnternal Libear: A 179210 2123M1N 445 Mirrnsnft Sustem Center Natificstions | ih;- i ® suilding

9. You can now navigatto the Monitoring console, and click on the AppMetrics Managers view
under AppMetrics COM+ MonitoringDiscovery may take several minutes, depending on your
environment.

Figure9 - AppMetrics Managers Discovered

=R System Center Operations Manager 2007 R2 - Xtremesoft

Monitoring AppMetrics Managers 4 Actions

= g Monitoring \kLoak for: Find Now Clear
(58] UnieesLinuse Servers S R ]
[Cd Agentless Exception Monitoring TEE ‘@ Mainte.... | Mame | Path Version @ P;E'ngﬂlorﬁr
= EE AppMetrice COM-+ Maonitoring @ Healthy hvw2Zk-vm1 hvw2k-vm 1.corp. xtremesoft.com 4.1.0.58 ng :
o - . Start
[t22] AppMetrics Managers (@) Healthy WML W7VML. corp.xtremesoft.com 4.1.0.57 =" Maintenance
AppMetrics Production Monitors = Mode.
COM=+ Application Servers () Healthy XSDEVD1-W2KB-64 ¥SDEVO1-AN2K5-64. corp.xtremesoft. com 4,1.0.57 "
[Cd Microsoft Audit Collection Services () Healthy ¥sdevi2 ¥sdevi2. corp. xtremesoft.com 4.1.0.58 = Malwrtererte
= EE Microsoft SGL Server Mode Settings...
.gJ Active Alerts St
HH A
@Computers Maintenance
_2- Task Status Mode
=] EE Databases —_—
@ Database Free Space E Persanalize

view..

] Database State
@ Transaction Log Free Space
=] @ Health Monitoring
98] Aert Health

(@ System Center
Operations
Manager Help

4]

Show or Hide Views... % AppMetrics Manager properties of hvw2k-vm1 @5 System Center
MName hyw2k-ym1 Operatiors)
Manager Online
Path name hvw2k-vm1.corp. xtremesoft. comhvw2k-vm1 -

Manager Host Name hvw2k-vm1
Version 4.1.0.58
’ (@ Aboutthe
Health Explorer
(@ About
Maintenance
Mode

(&) Add New Views
of Monitaring
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10. You can navigate to th&ppMetrics Production Monitowview to verify that any AppMetrics
production monitors currently defined have been discovered.

File

Edit

Figurel0- AppMetrics Production Monitors Discovered

AppMetrics Production Monitors (6}

4 Look for: Find Now

Clear

Name

| Manager Host Name | Agent Name

| Appiication Server Name | Description

Ld Agentless Excption Moritoring fxs [&]
(] [2% AppMetrics COM+ Monitoring () Healthy
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AppMetrics Production Monttors :
COM= Appiication Servers W Healthy
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4] Active Alerts @ LieslEy
Computers (&) Healthy
Task Status
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1] Transaction Log Fres Space
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»
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Path name

Production Monitor Name

W 2K VM1 FMStocks Prod Monitor
W2K3 VM1 FMStocks Prod Monitor
W 2KB VM1 FMStocks Prod Monitor
Windows 2008 R2 VM1 Prod Monitor
Windows 2000 VM1 Prod Monitor
Windows 2003 R2 VM1 Prod Monitor

WIM1 FMStocks Prod Agent
WIM1 FMStocks Prod Agent
WIM1 FMStocks Prod Agent
XSDEVO1-W2K8-64  W2KBVM1 Prod Agent
XSDEV01-W2K8-64  Cornucopia Prod Agent
XSDEVO1-W2K8-64  W2K3VM1 Prod Agent

2 Apphetrics Production Monitors properties of W2K VM1 FMStocks Prod Monitor

W2K VM1 FMStocks Prod Monitor
W7VM1.corp. xiremesoft. com\W2K VM1 FMStocks Prod Menitor

Manager Host Name w7vML

Agent Name FMStocks Prod Agent
Application Server Name  HVW2K-YM1
Description

W2K VM1 FMStocks Prod Monitor

Monitors FMStocks on Windows 2000 Advanced Server VM1

HVW2K-vM1 Monitors FMStocks on Wi
W2K3IVM1 Monitors FMStocks on Wi
W2KaVM1 Monitors FMStocks on Wi
W2KaVM1 Windows 2008 R2 64-bit
HVW2K-vM1 Windows 2000 Advanced
W2K3IVM1 Windows 2003 R2 64-bit

(@ Health Explorer
for W2K VM1
FMStocks Prod
Monitor

&} Start

Maintenance

Edit
Maintenance
Mode Settings...
§ stop

Maintenance
Mode
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view...

a
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Operations
Manager Online
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@ About

Maintenance

11. You can also navigate the COM+ Application Servers view to verify that the AppMetrics
agents have been discovered.

Figurell- COM+ Application Servers Discovered

A System Center Operations Manager 2007 R2 - Xtremesoft

Edit

41

Monitoring
= L=-:| Manitaring

[385] Unise/Linuoe Servers
EE Agentless Exception Monitoring
El [ AppMetrics COM= Monitaring
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Show or Hide Views..

COM+ Application Servers (s

Actions

% AppMetrics Agent properties of hvw2k-vmi

Name

Path name

hvw2k-vm1

Application Server Name hvw2k-vm1

Version

4.1.0.58
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Configuring AppMetrics

In order to enable COM+ monitoring for SCOM, the production BoNiQa b 2 GA FAOlF GA 2 Y

asi
Windows Event log notifications enabled.

1. Ensure that the AppMetrics production monitor is stopped, and navigate tdNttdication
view.

Figurel2- AppMetrics Alert Notification Configuration

= AppMetrics - [Console Root\AppMetrics Console\Application Monitors\Windews 2003 R2 VM1 Prod Monitor\Notification]

File Action View Favorites Window Help
L o]
| Console Root
=] “ AppMetrics Console Motification Configuration
i Running on Local
2 Documentation
Bl [ Application Monitors
B windows 2000 VM1 Diag Monitor
> W!ndows 200G Prod.Monltor. Drelivery mechanisms to be used for natification
P windows 2003 R2 VM1 Diag Monitor
£ M windows 2003 R2 YM1 Prod Monitor
I\:. Agents
-'g_, Benchmarks and Thresholds
-\:_, Detail
-\; Logging Options
<%, Notification
%) Status
B8 windows 2008 R2 YM1 Diag Monitor
P windows 2008 R2 YM1 Prod Monitor

Application Monitor Templates Add | Remave I Carfigure |

[®1 Icon Key

[~ Disable

Houw |W’h0 I Loggingl

Delivery Mechanizm | Min. Pricrity |

Apply | Cancel |

2. Click on theAdd button. TheAdd Delivery Mechanisndialog box will appear.
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Figurel3- Add Delivery Mechanism

AppMetrics onsole Root\AppMetrics Console\Applicatio onito do 003 R Prod Monitor\No atio oy ] 2

% File Acton View Favorites Window Help |;|i|1|
& 2[=]

| Console Root

= ‘ AppMetrics Conscle Matification Configuration [ Disable
B Running on Local
@ Documentation How |W’h0 | Loggingl

= [®] Application Monitors
¥ windows 2000 VM1 Diag Moniitor
F¥ windows 2000 VM1 Prod Monitor
¥ windows 2003 R2 M1 Diag Monitor
= M windows 2003 R2 VM1 Prod Monitor

3 Debren}
7§ Agents ¢ Add delivery mechanism [ x|

¥4, Benchmarks and Thresholds 5 5
Detail Select delivery mechanizmm:

Delivery mechanizms to be used for notification

=%, Logging Options

', Notification Priority:  {Low -
%) Status

¥ windows 2008 R2 VM1 Diag Monitor

P windows 2008 R2 VM1 Prod Monitor ak I Cancel |

Application Monitor Templates Add

(] Icon key

%
o
4

Apply | Cancel |

3. Select theWindows Event Logem from the Select delivery mechanismmombo box, and then
selectOK TheNotification Configurationview will now listWindows Event Lognder the
Delivery Mechanisntolumn.
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Figurel4- Notification Delivery Mechanism Added

= AppMetrics - [Console Root\AppMetrics Console)Application Monitors\Windows 2003 R2 VM1 Prod Monitor\Notification]
File Acton View Favorites Window Help | - |ﬁ' |1|

BRI S

| Console Root

= < AppMetrics Console Motifization Configuration [~ Disable
Fl Running on Local
@ Documentation How |W’h0 | Loggingl

= [#] Application Monitors
P windows 2000 VM1 Diag Monitor
¥ windows 2000 VM1 Prod Monitor
¥ windows 2003 R2 VM1 Diag Monitor
=M \'"iindows 2003 R2 VM1 Prod Monitor Dielivery Mechanism | in. Priority |
"y Agents ‘windaws Event Lag Law
Benchmarks and Thresholds
Detail
Logging Options
Motification
%) Status
P windows 2008 R2 VM1 Diag Monitor
¥ windows 2008 R2 VM1 Prod Monitor
Application Monitor Templates
[F] Icon Key

Delivery mechanisms to be uzed for notification

u, w, m
e

Femove Configure |

Apply | Cancel |

4. In order to enable threshold alerts, the thresholds must be configured for the desired COM+
applications, components, and transactions. The procedure is descrili&thinter 3:
AppMetrics Monitorswithin the AppMetrics documentation. The documentation can be
accessed onlinby clicking the above linky via the Documentation view in the AppMetrics
console.
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Management Pack Options

AppMetrics management pack objects, rules, anzhitors can be disabled or enabled using SCOM
overrides in the event of system maintenance or downtime on computers in the operation, and it is

desired to eliminate alerts or state changes due to AppMetrics notifications.

The discovery interval that the AyMetrics management pack uses aarsobe modified in order to
temporarily shorten the interval from the default of 4 hours to a smaller interval when it is hecessary to

discover new AppMetrics objectglickly.

Additionally, the timer reset interval used automatically resolve the state of COM+ Application Health
Monitors can be overridden to increase or decrease the amount of time it will take for the monitor to

automatically reset to a healthy state.

Theproperties which can beverriddenare as follows;

i Enable/Disable

(0]

O O O 0O 0O O o o oo

(0]

AppMetrics Manager Discovery

AppMetrics Production Monitor Discovery
AppMetrics Agent Discovery

AppMetrics Manager Connectivity Monitors
AppMetrics Manager Service Monitor
AppMetrics Manager Security Events Monitor
AppMetrics COM+ Application Health Monitor
AppMetrics Production Monitor State Monitor
AppMetrics Manager Availability Rollup Monitor
AppMetrics Manager Security Rollup Monitor
AppMetrics Agent Health Monitor

AppMetrics Agent Service Monitor

M Time Interval

(0]
(0]

AppMetrics Discovery Interval
AppMetrics COM+ Application Health Monitor Timer Reset Interval

The properties may be overridden for all objectaqgfarticulartype, or for individual objects.
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Overriding the Default Discovery Interval

The AppMetrics discovery ietval can be overridden to allow for quicker discovery of AppMetrics

manager, agent, and production monitors. The value should be reset once the objects are discovered, as
Microsoft recommends a 4 hour discovery interval for discovery, as shorter inteneglémpact

performance.

To override the discovery interval for an AppMetrics object, navigate to the SCOM Authoring console,
Object Discoveriesiew. Select the object desired, such as AppMetrics Production Monitors.

Figurel5- Object Discoveries View

A System Center Operations Manager 2007 R2 - Xtremesoft
File  Edit View

i &} Overrides -

Authoring
B | & Authoring

Actions
Object Discovery -

Object Discoveries (%)

Management pack objects are nowscoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope... »

Add Monitoring Wizard...
New Distributed Application...
New Group...

= Discovered Type: Computer (8)

;;5 AppMetrics Discovery

ips. and their athril

4y Populate All Windows Server 2008 R2 Computer Group
ﬁg Populate Al Windows Server 2003 Computer Group
;‘__g Populate Al Windows Server 2008 R2 Core Computer Group
;‘}5 Populate Al Windows Server 2008 R2 Full Computer Group
1.4; Populate Al Windows Server 2008 Core Computer Group

]

Windows Server 2003 Com...

Windows Server 2008 R2 ...

Windows Server 2008R2 ...
Windows Server 2008R2 ...
Windows Server 2008 Cor...

Windows Server 2008 Operating System ...

Windows Server 2003 Operating System

Windows Server 2008 Operating System ...

Windows Server 2008 Operating System ...

Windows Server 2008 Operating System ..,
»

Management Pack: AppMetrics Management Pack

Object Discovery Description:

Discovers instances of AppMetrics
manager and agent computers, discovers

pe categories,

i Display Name (String)
ion (String)

Target: windows Computer production menitors defined on the
AppMetrics manager computers, and
Knowledge: View knowledge collects the name and location of
associated production agents
Created: 4f8f2010 1:45:46 PM

(%) Management Pack Templates
< Look for: Find Now Clear X
$ Distributed Applications \k I ' Properties
“ Groups Mame Target Management Pack e Enable
2% Eﬁjﬂzifgeg Pak Objects = Discovered Type: AppMetrics Agent (1) ) Overrides»
i ibutes -
) Monitors [y AppMetrics Discovery Windows Computer AppMetrics Management Pack X Delete
L}y Object Discoveries = Discovered Type: AppMetrics Manager (1) Resources
5 Overrides
s AppMetrics Discovery Windows Computer AppMetrics Management Pack
' Rules &) @) System Center
:ﬂ Service Level Tracking = Discovered Type: AppMetrics Production Monitors (1) Operations Manager
2 . Hel
5| Tasks 4y AppMetrics Discovery Windows Computer AppMetrics Management Pack B
[#] views Q} System Center

Operations Manager
Online

Click theOveridesmenu, selecOverride the Object Discovenand eitheror all objects of class
Windows Computergif it is desired to affect the discovery interval of all computersFara specific
object of class Windws Computel(if it is desired to change the interval on only one machine, such as
an AppMetrics manager machine where the production monitors are hosted in order to discover new
production monitors or to delete ones from SCOM that have been remjoved
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Figure 16 - Discovery Override Select

Object Discoveries (%) Actions

B 4 Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope... b4 ol
() Management Pack Templates .
. Look for: Find Now Clear X i
Distributed Applications ‘}' I é? Properties
“ Groups MName Target Management Pack - Enable
B % 5”:?:!1;&2 Pack Objects L‘;{g AppMetrics Discovery Windows Computer AppMetrics Management Pack ‘% Overrides »
i ibutes e —
) Manitors = Discovered Type: AppMetrics Manager (1) X Delete
iect Di -
f}i gﬁ]emde:m"EﬂES L‘é& AppMetrics Discovery Windows Computer AppMetrics Management Pack o
| = Discovered Type: AppMetrics Production Monitors (1)
Y Rules - @) System Center
2 Service Level Tracking Windows Computer AppMetrics Management Pack Operations Manager
=| Tasks = ) Help
Views

% System Center
QOperations Manager
Online

} R2 Computer Group Windows Server 2008R2 ...  Windows Server 2008 Operating System ...

Disable the - Windows Server 2003 Operating System

2]

E;la Populate Al vwinaows server 2uug Core Computer Group Windows Serve

nﬂq Populate Al Windows Servers Computer Group Windows Serve

Add Monitoring Wizard...

-
New Distributed Application... fly AppMetrics Discovery Object Discovery Description: I—
New Group...
Management Pack: AppMetrics Management Pack Discovers instances of AppMetrics
manager and agent computers, discovers
Target: windows Computer production monitors defined on the
AppMetrics manager computers, and
Knowledge: Wiew knowledge collects the name and location of

associated production agents
Created: 4f8/2010 1:45:46 PM

Scope categories. relationships. and their atiributes:
isplay Mame (Siring)
ersion (String)

In this example thé&or a specific object of class Windows Compusetection was made. The following
dialog box will appear where the specific computer can be selected.

Figurel? - SelectDiscovery Object

Select Object
Enter your search text below. This searches both display name and path.
Text string:

|
Matching objects:

| Display Name [ Path
El'ﬁ' bruno2003 comp xtremesoft com
El'ﬁ' hvw2k-vm 1 comp xdremesoft com
Eﬁ wkIvm1.comp xremesoft.com
E'ﬁ' W2KEVM1 com xtremesoft. com

[ ¥SDEV01-W2KE-54 comp stremesoft....
El'ﬁ' xsdev02 corp xremesoft. com

1| | 2|
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Once the selection is made, the Override Properties view will appear, as shown below.

April 20, 2010

Figurel8- Discovery Override Properties

Override Properties E3
Cibject Discovery name: AppMetrics Discovery
Category: Discovery
Civerrides target: Cbject: WHM1 . corptremesoft.com
Civerride-controlled parameters: Show Object Discovery Properties...
Cwemide | Parameter Mame £ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Discovery Interval Inteqer 14400 14400 14400 [Mo change]
3 Enabled Boolean True True True [Mo change]
1| |
Details:
Enabled Description Edit...
The parameter is not set by & custom ovemde or by a
management pack. The effective value of this parameter
iz the default value of this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew.
Help | oK Anply Cancel |
A
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Check the Override checkbox, and enter the destlisdovery interval in seconds. Here we are
overriding the default interval of 4 hours (14400 seconds) to 5 minutes (300 seconds).

Figurel9- Override Default Discovery Interval Value

Override Properties
Cibject Discovery name: AppMetrics Discovery
Categaory: Discovery
Civerrides target: Object: WHVM1 . corpxtremesoft.com
Owverride-controlled parameters: show Object Discovery Froperties...
COwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
3 ' Discovery Interval Integer 14400 anal :’ 14400 [Added]
- Enabled Boolean True True True [Mo change]
+| | i
Details:
Discovery Interval Description Edit.
The new custom ovemide will be created in the "Default Parameter Description:
Management Pack' Click apply to view the new Mumber of seconds between each Application Monitor discovery
effective value for this parameter.

Management pack

Select destination management pack:

IDefauIt Management Pack

Help | ok | oy | Cancel |
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Select theApply button to verify that the Effective Value changes from 14400 to 300. You can then

select OK to dismiss the view.

Figure20- Discovery Interval Updated

Override Properties E
Object Discovery name: AppMetrics Discovery
Categaory: Discovery
Overrides target: Object: WHVM1.corp xtremesoft. com
Civerride-controlled parameters: Show Object Discovery Properties...
Crwvemide | Parameter Mame / | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
I Discovery Interval Integer 14400 300 300 [Mo change]
3 Enabled Boolean True True True [Mo change]
4| D
Details:
Enabled Description Edit...
The parameter is not set by a custom ovemde or by a
management pack. The effective value of this parameter
is the default value of this parameter.

Management pack

Select destination management pack:

IDefault Management Pack j
ok || fooy

Help |
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You can find a list of overridden computers by selecting@werrides>Summary>For the Object
Discoverymenu item.

Figure21- Select Discovery Override Summary

File Edit

Authoring Object Discoveries (%)

Actions

E |4 Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope... x
() Management Pack Templates
Look for: Find Now Clear X i
% Distributed Applications % I I Properties
“ Groups Name Target Management Pack - Enable
5] % E”:?;’;e'; Pack Objects qg AppMetrics Discovery Windows Computer AppMetrics Management Pack J % Overrides »
i3 ibutes
() Monitors = Discovered Type: AppMetrics Manager (1) x Delete
fdﬁ Object Discoveries. f‘g AppMetrics Discovery Windows Computer AppMetrics Management Pack
B> Overrides
= Discovered Type: AppMetrics Production Monitors (1) _
5 Rules - @) System Center
=7 Service Level Tracking L}y AppMetrics Discovery ‘Windows Computer ‘AppMetrics Management Pack Operations Manager
= Hel
5| Tasks = Discovered Type: Comg P
Views - &Y System Center
L4y Populate All Windows Ser windows Server 2008 Operating System ... Operations Manager
f}g Populate Al Windows Ser idows Server 2003 Operating System Online
l':_'LE Populate All Windows Ser i f idows Server 2008 Operating System

f}g Populate Al Windows Server 2008 Core Computer Group Windows Server 2008 Cor...

ﬂe, Populate All Windows Servers Computer Group Windows Server Computer. ..

Add Monitoring Wizard...

New: Distributed Application... £}y AppMetrics Discovery Object Discovery Description: I~
New Group.. k
Management Pack: AppMetrics Management Pack Discovers instances of AppMetrics
manager and agent computers, discovers
Target: Windows Computer production monitors defined on the
AppMetrics manager computers, and
Knowledge: View knowledge collects the name and location of

assodated production agents
Created: 4f8/2010 1:45:46 PM

Si tegories, i ips, and their
isplay Mame (String)
ersion (String)
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Figure22 - Overrides Summary

Overrides Summary E

Discovery: AppMetrics Discovery
Civerrides that affect this discovery: 7 Edit ¢ Delete

Class Mame Parameter Changed value

WM comp xdremesoft. com  Discovery Interval 300

Help | Cloze |

4

From the Overrides Summary view, a user may sé&ditto bring up the Override Properties view in
order to change the values, &eleteto delete the selected override.

It is recommended that the override be deleted once the desired objects have been discovered.
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Disabling and Enabling Monitors

It may be @sired to disable monitors for systems undergoing maintenance in order to avoid generating
alerts for those machines. To disable a certain monitor, such as the AppMetrics Manager Service
Monitor, the monitor can be disabled or enabled from either the Auithg consoléMonitors view, or

from a Monitoring consolélealth Explorewiew for a specific monitor object.

In the example below, a specific AppMetrics Manager object was selected from the AppMetrics
Manager View, and the Health Explorer opened for tHajieot. We will look at how to disable the
AppMetrics Manager Service monitor for the specific AppMetrics Manager computer.

Figure23- AppMetrics Manager Health Explorer

F Health Explorer for W7VM1 =] E3
4 leset Health aFr—'l alculate Health . n Properties (3 Help

s Overrides -
Health monitors for WTVMT Knowledge | State Change Events (4) |

Bl k) Entity Heafth - W7VM1 {Entity) |
E| Q Awailability - WM (Entity) Summary
i .\_) AppMetrics Manager Connectivity - WYM1 (App . . . .
W] Ao Metrics Manager Service - WZVM 1 {AppMet This monitor tracks the state of the AppMetrics service
O Corfiguration - W7VM1 (Ertity) Configuration
; o Perfformance - W7YM1 (Entity) /A
() Security - W7VMT (Entity)

Causes

If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager machineg, or the
service could not start.

Resolutions

If the AppMetrics console has not yet been started, start the conscle and
check the state of the service by viewing the services console.

If the =ervice still doesnt start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors

4 I I _'I present. ﬂ

Ready
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Select theOverrides>Disable the Monitor>For theobject {object namég menu item. Here the object
name is W7VML1.

Figure24 - Disable Monitor from Health Explorer

@]
Override the Monitor 3 -~
Faor a gro

For a i of te of the AppMetrics service

H Causes
Summary ) ) X X X )
If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager machine, or the

service could not start.

Resolutions

If the AppMetrics console has not yet been started, start the console and
check the state of the service by viewing the services consale.

If the service still doesn't start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors

P | | _'I present. ﬂ

Ready

The monitor will change to a disabled state. The disabled state shows an empty green circle instead of a
green circlevith a check mark. It may take several minutes for the SCOM Health Explorer view to
update to a disabled state.
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Figure25 - AppMetrics Manger Service Monitor Disabled

ealth Explorer for W7VM1
Y] o) E & rroperties (2 Help
I
Health menitors for W7VM1 Knowledge | State Change Events (5) |
E@ Entity Health - W7VM1 (Entity) |~
E@ Availabilty - WTVMT (Entty) Summary
. ~{¥) AppMetrics Manager Connectivity - W7VM1 (App . . ) .
—— - This monitor tracks the state of the AppMetrics service
O Configuration - W7VM1 (Entity) Cunfiguratiun
() Performance - W7VM1 (Entity) e
(+) Security - W7VM1 (Entity)
Causes
If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager maching, or the
service could not start.
Resolutions b
If the AppMetrics console has not vet been started, start the consaole and
check the state of the service by wiewing the services console.
If the service still doesnt start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors
4 | | _'I present. ﬂ

In order to enable the monitor, sele€iverrides>Overridethe Monitor->For the object §bject namg,
where here the object name is W7VML1.

Figure26 - Enabling a Disabled Monitor

E ﬂ"F'n:.perﬁes @ Help

Disable the Monitor Knowledge | State Change Everts (11) I
Override the Monitor =]
ts of dass: AppMetrics Manager

For a group... nonitor for all other monitors running against
of class: AppMetrics Manager inknown, either monitoring has not begun for
i monitors defined.

For all objects of another dass...

Lo [TET=

An unhealthy state for this monitor indicates some problem with another
monitor running against this object. View all current alerts from this

object using this link:

Summary

View Alerts

Resolutions

Use the health explorer to drill down and find the cause of the unhealthy
state. Use the knowledge on the specific monitor causing the issue to
troubleshoot and fix the problem.
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TheOverride Propertiesriew will appear. Uncheck tHenabledOverride check box. Then either hit
Applyto verify the Effective Valie for theEnabledproperty changes to True, or simply sel@i

Figure27 - Override Properties Enable Monitor

Override Properties E
Maonitor name: AppMetrics Manager Service
Categaory: HAosailability Health
Overrides target: Object: WvM1
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The manitoris... | The monitoris... | [Mo change]
- Alert anly if service ... | String false [Mo change]
O Alert Priorty Enumeration Medium Medium Medium [Mo change]
- Alert severty Enumeration Waming Waming Waming [Mo change]
- Auto-Resolve Alert Boolean True True True [Mo change]
3 Enabled Boolean True False False [Mo change]
O Generates Alert Boolean True True True [Mo change]
1| | i
Details:
Enabled Description Edit...

The custom ovemide for this parameter is defined in
"Default Management Pack”

The effective value is set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/14/2010 8:03:32 AM

Management pack

Select destination management pack:

IDefault Management Pack j [ew... |
Help | ok | ey | canca |
Vi
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Below is theDbject Propertiesview after selectind\pply, where theEnabled Effective Vak has

changed to True.

Override Properties

Maonitor name:

AppMetrics Manager Service

April 20, 2010

Figure28- Object Properties Monitor Enabled

Categaory: HAosailability Health
Overrides target: Object: WvM1
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The manitoris... | The monitoris... | [Mo change]
- Alert anly if service ... | String false [Mo change]
O Alert Priorty Enumeration Medium Medium Medium [Mo change]
- Alert severty Enumeration Waming Waming Waming [Mo change]
- Auto-Resolve Alert Boolean True True True [Mo change]
3 Enabled Boolean True True False [Deleted]
O Generates Alert Boolean True True True [Mo change]
1| | i
Details:
Enabled Description Edit
You are deleting the custom ovemide defined in "Default
Management Pack’. Click apply to view the new
effective value for this parameter.
The effective value iz set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/14./2010 8:07:53 AM
Management pack
Select destination management pack:
IDefault Management Pack j [ew... |
ok | sy | Cancal |

Help |
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In the below example we will show how to disable a monitor for all computers using the SCOM
Authoring console Monitor view.

Here, he AppMetrics Manager Connectivity monitor was selected, and the item right clicked in order to
bring up theOverridesmenu. The monitor can be disabled by either selecbigable the Monitoror

from the Override the Monitorselection. To disable the mdar for all computers, seledtor all objects

of class AppMetrics Manageio disable the monitor for a specific computer, selemt a specific

object of class AppMetrics Manger

Figure29 - Authoring Console Monitors View

Fle Edit View Go Actions Tools Elp
i_.._:‘-ear-:h - ; @ ! @ Creste aMonitor ~ ; B Overrides =
Authoring Monitors Actions
B | & Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope.. X || Menitor -
() Management Pack Templates
b Look for: Find Now Clear X
Distributed Applications ‘k I () Create a Monitor »
= Groups Target Type Inherited From Management Pack | 5 Properties
= % Management Pack Objects
= Agent Disable
5] Attributes =
) Monitors Appletrics Agent T W overrides»
Ldy Object Discoveries 2 A i
ppMetrics Manager alate
B Overrides —— - - X Delete
i Rules = 5 Entity Health Aggregate Rollup Entity Health Library Y
=/ Service Level Tracking B 155 Availability Aggregate Rollup Entity Health Library
=| Tasks p o . @ System Center
Views Windows Event Reset  (Notinherited) AppMetrics Managem Operations Manager
Hel
Basic Service Monitor  (Not inherited) AppMetrics Managem &P
2O % System Center
B 55 co Aggregate Rollup Entity Health Library Operations Manager
Entity Health Library Online
155 sef L nmary ss: AppMetrics Manager -
AppMetric| I About Monitors
detrics Manager ) AboutManitors
| How to Create a Unit

Manitar

=¥ @ Howto Create a
Dependency Rollup

Add Monitoring Wizard...
New Distributed Application...

U AppMetrics Manager Connectivity Description:

MNew Group...

Monitor
Management Pack:  AppMetrics Management Pack Monitors Manager to Agent connectivity events (@ Howto Create an

A teRoll
Target: AppMetrics Manager Mgoigsogra erelup

Inherited from: {Not inherited)
Knowledge: View knowledge
Monitor Type: ‘Windows Event Reset

Generates Alerts: The monitoris in a critical health state

() Healthy

To enable the monitor, select th®verride the Monitoritem and remove the override on tHenable
property.
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Disabling and Enabling Alerts

From time to time it may be desired to disable certain alerts for machines undergoing maintenance, or
for specific COMproduction monitors when it is known that a certain machine has higher than typical
load and is generating excessive threshold exceeded alerts.

To disable alerts, navigate to the Authoring console Rules view, choose an AppMetrics rule, then select
the Ovearides menu item, then select eith@&isable the Ruler Override the Ruleand either seleckor

all objects of clas®or For a specific object of clasklere we have selected the COM+ Application
Threshold Exceeded Detection rule.

Figure30 ¢ Rules Override

File  Edit Vie G ! ools elp
Authoring Rules (2579) Actions
El |4 Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope.. » || Rule e
"-‘y Management Pack Templates
Look for: Find Now Clear X
i&’ Distributed Applications \k I Jﬁj Create a Rule
9 Groups Name Inherited from Management Pack = F Properties
= ‘% It‘l_anage.ment Pack Objects Type: Agent (153) Disable
(] Attributes
() Monitors = Type: AppMetrics Production Monitors (3) % Overrides »
£fs Object Discoveries 1§ cOM+ Appication Threshald.= AppMetrics Production Mo...  AppMetrics Management Pack % Deletz
=5 Overrid eate a new rule... s
VIEm s E COM+ Application Crash AppMetrics Production Mo...  AppMetrics Management Pack
5 Rules . Resources N
= Service Level Tracking JE Hung COM+ Application [ ] o AppMetrics Production Mo...  AppMetrics Management Pack
=| Tasks - E @) System Center
é Views = Type: Collection Server “ QOperations Manager
JE Collect OpsMar DB Write [F5% System Center Core Monitoring Help
e

15 Collect GpsMgr DB Write
E W5Man: Version Errar

E AEM: Invalid System Errc|
JE Collect Health Service Al

. @ AEM: Permissions Error Management Server System L , (® about Rules
(@ About Enabling and
Add Monitoring Wizard... Disabling Rules

New Distributed Application... [y coM+ Application Threshold Exceeded Detection Rule Description:
MNew Group...

ss: AppMetrics Production Monitors

Refresh Menagement Server etrics Production Monitors
= el Management Server For allo

Management Pack:  AppMetrics Management Pack A COM+ application has exceeded a configured threshold

Target: AppMetrics Production Monitors
Knowledge: Wiew knowledge
Created: 4f8/2010 1:45:46 PM

If Disable the Rulevas selected, nothing further needs to be done, wher@\érride the Rulevas
selected, theDverridecheckboxof the Enabledproperty would need to be checked, and ti@verride

Valueset toFalse.
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Figure31- Rules Override Properties

Override Properties

Rule name: COM+ Application Threshold BExceeded Detection

Category: Loailability Health
Civerrides target: Class: AppMetrics Production Monitors
Show FRule Properties...

Cwverride-controlled parameters:

Cwvermide | Parameter Mame | Parameter Type Default Value | Overide Value | Effective Value | Change Status
3 Enabled Boolean True True True [Mo change]

- Priority Inteqer 1 1 1 [Mo change]
r

1 1 1 [Mo change]

Severity Integer

d

Details:
Enabled Description

Edit. ..

The parameter is not set by a custom ovemride or by a
management pack. The effective value of this parameter
is the default value of this parameter.

Management pack

Select destination management pack:

IDefauIt Management Pack j Mew... |
Help | ok | ey | Cancel |
s

To enable the ruleQverride the rulewould need to be selected, and ti@verridecheckbox unchecked
on theEnabledproperty.
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Overriding the Default COM+ Application Health Monitor ~ Timer Reset Interval

The AppMetrics COM+ Application Health Monitor uses a timer reset interval to specify how long the
monitor should stay in an unhealthy state when an AppMetrics COM+ Application alert is detected. The
default interval is 3 days, but cdre modified to expire sooner or later thahe default value.

The timer reset only affects the state of the monitor, and will not auto resolve the actual COM+ alert
since the alert is triggered by a SCOM rule rather thathbyassociated monitor. Thisfier added
granularity in the SCOM alert, and to provide detailed product knowledge pertaining to each specific
alert type.

To modify the timer reset intervajou will need tanavigate to either a COMApplication Health
Monitor Health Exploreview (to modify a specific monitor object), or to the Authoring Console
Monitorsview (to modify all COM+ Application Health Monitars)

Ly G(KS T2t 2 braygate t6 thddvérridfe SroperfieS @ew from the Authoring Console
Monitor view, and selectin@verrides>Override the Monitor>For all objects of class: AppMetrics
Production Monitors

Figure32 - Authoring Console Monitors View

File Edit View Go Actons Tools Help

_. Search - @ @ CreateaMonitor ~ : W Overrides +

Authoring Monitors X
El | & Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Cli... Change Scope... x [
(+) Management Pack Templates ) X )
2% Distributed Applications A Lookfor: I i Now gy dlea x () Create a Monitor »
= Groups Target Type | Inherited From | 2 5 Properties
E % I‘:‘1_anagament Pack Objects = AppMetrics Production Monitors Disable
(5] atributes 5
C . )
() Monitors = 15 Entity Health Agaregate Rollup Entity H T Qverrides»
% Object Discoveries = 197 pvailabil )
o Availability Aggregate Rollup Entity Hi ol ete

B> Overrides ; = W Delete

i Rules . (Notinherited) B

g Service Level Tracking i (Mot inherited) Al i

=| Tasks P @) System Center
7 - b (Mot inherited) hd Operations Manager
Views - : 1 : P d

Add Monitoring Wizard... g i Disable the Monitor »
Mew Distributed Application... rrides Summary ©Override the Monitor » it
Mew Group... @) AppMetrics COM+ Applicati

Management Pack: AppMEtncs Refm
nother

(=) AboutMonitors
(@ Howto Create a
Unit Monitar

(@ Howto Create a
Dependency Rollup
Monitor

Target: AppMetricslHp e
(Not inherited)

Inherited from:

Knowledge: View knowledge

Maonitor Type: ¥tremesoft Custom Timer Reset Monitor

Generates Alerts: No

@ How to Create an hd
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Figure33- Timer Reset Interval Override Properties

Override Properties E2

Manitor name: AppMetrics COM+ Application Health Monitor

Category: BLosailability Health
Civerrides target: Class: AppMetrics Production Monitors
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The monitoris... | The monitoris... |[Mo change]
O AMert Priorty Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
- Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
O Generates Alert Boolean Falze Falze False [Mo change]
Ol = EErE Integer 259200 259200 259200 [No change]
| | i3
Details:
Timer Interval Description Edit
The parameter is not set by a custom ovemde or by a Parameter Description:
management pack. The effective value of this parameter Timer Reset Interval in Seconds
is the default value of this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew.
Help | ok | ey | cancal |

Check theTimer Intervalcheck box, and change ti@verride Valueto the desired value. In the
following example the value has been changed to 12 hours (43200 seconds).
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Override Properties E3

Monitor name:
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Figure34- Timer Reset Interval New Value Entered

AppMetrics COM+ Application Health Monitor

Category: Loailability Health
Civerrides target: Class: AppMetrics Production Monitors
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitor ... | The monitoris... | The montoris... |[Mo change]
- Alert Priority Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
O Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
- Generates Alert Boolean False Falze Falze [Mo change]
3 v Timer Interval Integer 255200 43200 ﬁ 255200 [Added]
4| | 2
Details:
Timer Interval Description Edit..
The new custom ovemide will be created in the "‘Default Parameter Description:
Management Pack' Click apply to view the new Timer Reset Interval in Seconds
effective value for this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew...
Help | oK | ey | Concel |

4

SelectApplyto verify your changes. THeffective Valueshould change to th©verride Value You can
then select OK to dismiss the view.
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Monitor name:
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Figure35- Timer Reset Interval Overridden

AppMetrics COM+ Application Health Monitor

Category: Losailability Health
Civerrides target: Class: AppMetrics Production Monitors
Civerride-controlled parameters: Show Menitor Properties...
COwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitor ... | The monitoris... | The montoris... |[Mo change]
- Alert Priority Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
O Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
- Generates Alert Boolean False Falze Falze [Mo change]
}_n Tmex kdevad Integer 259200 43200 43200 [No change]
4| | 2
Details:
Timer Interval Description Edit..
The custom ovemide for this parameter is defined in Parameter Description:
"Default Management Pack”. Timer Reset Interval in Seconds
The effective value is set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/19/2010 7:03:11 PM
Management pack
Select destination management pack:
IDefauIt Management Pack j [ew.
ok | ey | Concel |

Help |
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Management Pack Views

The AppMetrics management pack incorporates 3 main views to present health, status, and
performance data.

AppMetrics Managers View

The AppMetrics Managers view will list all of the discovered Windows computers which have the
AppMetrics manager installed)ong with the version number of AppMetrics which is installed on that

machine.

Figure36 - AppMetrics Managers View

= System Center Operations Manager 2007 R2 - Xtremesoft

Fle Edit View

Help
§ | s | [ESE] | @

Monitoring AppMetrics Managers ) Actions

= Q Monitoring %Lookfor: I Find Now Clear ¥ || State Actions & =]
Q Active Alerts = = = .
i-| Discavered Inventory State |@ Mainte... | Name 4 | Path Version ) Ha(?lls':erfgr
¥ Distributed Applications () Healthy hvw2k-vm1 hvw2k-vm L. corp. xtremesoft.com 4.1.0.58 hvw2k-vm1
=
j EETLE‘E‘“SS () Healthy WML W7VM L corp. xtremesaft.com 41057 | i start
22| Unie/Linuoe Servers = ]
] Vindows Computers () Healthy XSDEVO1-W2K8-64 XSDEVO1-W2K3-64.corp.xtremesoft.com 4.1.0.57 mz‘gge”a”“
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The state of the AppMetrics manager is reflected in 8tatecolumn, and will indicate whether or not
there are problems with connectivity or security in connecting to the associated agent machines, and
whether or not the AppMetrics service is running on the computer.

The monitors will indicate an unhealthy stateder the following conditions:

The AppMetrics service is not running

Theae are RPC issues blocking communicatiorest AppMetrics agent
The manager has lost connectivity to an AppMetrics agent

There are security issues blocking communications with thatage
The computer hosting the AppMetrics manager has other issues

=A =4 4 4 =9
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TheHealth Explorefor the view can be selected by double clicking on the manager state item, or by
right clicking the row and selecting Health Explorer from the menu.
AppMetrics Production M onitors

The AppMetrics Production Monitors vidists the production monitor name, the name of the hosting
manager, the name of the agent, the name of the application server hosting the monitored applications,
and the monitor description

Figure37 - AppMetrics Production Monitors View
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Explorer
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(®) Add New Views
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The AppMetrics Production Monitors view reflects the presence of COM+ application alerts in the
monitor Statecolumn. In addition, the state of the AppMetrics production monitors themselves (as well
as the state of the hosting AppMetrics manager) will be reflected bysthge column.

The monitors will indicate an unhealthy state under the following conditions:

There is a COM+ application alert for that monitor

The production monitor is not running

The AppMetrics service is not running for the manager hosting the production monitor
1 The hosting AppMetrics manager has connectivity or security problems

= —a -

TheHealth Eplorerfor the view can be selected by double clicking ongheduction monitorstate
item, or by right clicking the row and selecting Health Explorer from the menu.
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COM+ Application Servers

The COM+ Application Servers view will list the name of pipiiGation servers being monitored by
AppMetrics agents, and the version number of AppMetrics installed on that computer.

Figure38- COM+ Application Servers View
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The state of the Application Servers is reflected in$t&te column, and indicates the healdnd status
of the AppMetrics agents running on that computer.

The monitors will indicate an unhealthy state under the following conditions:

1 The AppMetrics service is not running
1 The AppMetrics agent has terminated abnoripal
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Health Explorer Views

The SCOM Health Explorer provides a hierarchical view of the various health and status monitors which
reflectthe state of each object listed in tlBemainAppMetrics views.

By clicking on the individual monitors, detaitsncerning the state of the monitor and associated
knowledge concerning that monitor can be viewed.

AppMetrics Managers

TheHealth Explorefor items listed in the AppMetrics Managers view can be selected by double clicking
on the manager state item, or lright clicking the row and selectirdealth Explorefrom the menu.

Manager Connectivity Monitor
TheManagerConnectivity monitor reflects whether or not the manager can connect to its associated

agents, and whether or not a connection to an agent hasldest. It will reset from an unhealthy state
to a healthy state once communication is reestablished in the case of a lost connectishen the
manager machine is rebooted

Figure39 ¢ ManagerConnectivityMonitor Knowledge View

Health Explorer for W7VM1
ulate Health JE] & Propertie

Health monitors for W7VMT tate Change Events (1) |
() Enttty Heath - W7VM1 (Entity) |
E1-(2) Availability - WM (Entity) SrrrrE

(«) AppMetrics Manager Connectivity - W7VM1 {AppMetrics Manager)
(«) AppMetrics Manager Service - W7VM1 (AppMetrics Manager)
O Configuration - W7WM1 {Entity)
E O Performance - W7AVM1 (Entity) Conﬁguration
E@ Sgcuﬁty-W?\u’M‘I (Ertity) /A

() AppMetrics Manager Security Everts - W7VM1 {AppMetrics Manag

This monitor will check for connectivity issues between
AppMetrics monitors and their associated AppMetrics agents

Causes

An unhealthy state indicates that network issues may be
blocking communications, or the agent machine may be down

Resolutions

Please check the network connectivity between the machines,
and ensure that the agent machine is running and that the
AppMetrics service is started

Additional Information

This could also indicate that the agent is hung or not running.
Ensure that the agent is running correctly. J
-

1| | &

The Health Explorer view shown above illustratesknewledgeriew of the ManagerConnectivity
Monitor. The Knowledge view provides detailed information concerning the monitor, and gives causes
and resolutions for unhealthy states.
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TheState Changé&ventsview, shown below, indicates dates and times the state of the monitor
changed, and provides Windows Event Log information concerning the event which caused the state

change.

Figure40 ¢ ManagerConnectivity Monitor State ChangEventsView

Health monitors for W7VM1

El@ Entity Health - W7WM1 (Entity)
E@ Availability - W7VM1 (Entity) £/3/9010 1:47 M
i ilv) AppMetrics Manager Connectivity - W7VM1 (AppMetrics Manager) = -
(._{j AppMetrics Manager Service - W7VM1 (AppMetrics Manager)
C) Configuration - W7WM1 (Entity)
: O Perfformance - W7VM1 (Entity)
() Security - W7VM1 (Entity) Details
B

Context:

Date and 4/8/2010 1:47:10 PM

Time:

State: Success

Context: The menitor has been initizlized for the first ime or it has

exited maintenance mods

Ready
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Manager Service Monitor

TheManagerServiceMonitor reflects the state of the AppMetrics service on the computer hosting the
AppMetrics manager. It will automatically reset from an unhealthy state to &lheatate once the
AppMetrics service is started.

Figure41- ManagerService Monitor Knowledge View

Health monitors for W7VM1 Knowledge | State Change Everts (1) |

I

E||¢() Entity Health - W7VM1 (Entity)
|- ﬁ\_railabil'rty-W?\u’M‘l (Entity) Summary

() AppMetrics Manager Connectivity - W7VM1 {AppMetrics Manay

@ AppMetrice Manager Service - W7VM1 (AppMetrice Manager)

Corfiguration - W7WM1 (Entity) C:}nﬁguration

i) Performance - WTVMT (Ertity) N/A

- @ Securty - W7VMT (Entity)

This monitor tracks the state of the AppMetrics service

Causes

If the state is unhealthy, the AppMetrics service is not running.
This could be due to AppMetrics not yet running on the manager
machine, or the service could not start.

Resolutions

If the AppMetrics console has not yet been started, start the
console and check the state of the service by viewing the services
consale.

If the service still doesn't start, examine the system event log on
the AppMetrics manager computer and see if there are any events
indicating an error condition for the AppMetrics service. Remedy
any errors present.

‘erify that the service run as account has a valid ID and
password.

Attempt to manually start the AppMetrics service from the services
console.

If the service still will not start, please contact AppMetrics support

| | j at supportlist@xtremesoft.com ﬂ

The Health Explorer view shown above illustrateskhewledgeview of theManagerService Monitor.
The Knowledge view providegtailed information concerning the monitor, and gives causes and
resolutions for unhealthy states
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TheState Change Evenigew, indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the ewshtch caused the state change.

Various properties related to the AppMetrics service are also displayed in the Details section.

Figure42 ¢ ManagerService Monitor State ChandéventsView

. Health Explorer for W7VM1 =]

Health :‘ Recalculate Health  [&] ﬁ‘ Properties (P Help
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Health monitors for WIVM1 Knowledge
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() AppMetrics Manager Security Evertts - W7VM1 (AppMetrics Mz patails
-

Context: T
Date and Time: 4/3/2010 1:47:12PM
Property Name Property Value
State 4
ServiceType 16
StartMode 3
ErrorControl 1
Tagld 0
ProcessId 452
Name AppMetrics
BinaryPathName C:\Windows\SysWOWe4\AppMetrx\ServerSvc. exe
LoadOrderGroup
Dependencies RPCSS
ServiceStarthlame CORPYTestAppMetricsSVC
DisplayMame AppMetrics |

« i LI Description Monitors server applications that span multiple tiers. ﬂ
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Manager Security Events Monitor

TheManagerSecurityMonitor reflects the state of the AppMetricgecurity setting®n the computer
hosting the AppMetrics manager and associated AppMeiniashine It will need to be reset manually
from an unhealthy state to a healthy state once the issuesslved, or will automatically reset once the

manager machine is rebooted.

Figure43 ¢ ManagerSecurityEventsMonitor Knowledge View

8 Health Explorer for W7VM1 T
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Summary

This monitor tracks whether security settings are blocking
communications between the AppMetrics manager machine and
the AppMetrice agent machine

Configuration

Security

Causes

An unhealthy state indicates invalid or missing AppMetrics account
=zettings between the two machines

Resolutions

Enzure that the AppMetrics service on both machines is using the
=ame account ID and password, and that the account is a domain
account

Additional Information

Please refer to the AppMetrics installation guide for further info

External Knowledge Sources

MNone

The Health Explorer view shown above illustrateskhewledgeview of theManagerSecurityMonitor.
The Knowledge view provides detailed information concerning the monitor, and gives causes and

resolutions for unhealthy states
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TheState Change Evenigew indicates dates and times the state of the monitor changed, and provides
Windows Event Lgpinformation concerning the event which caused the state change.

Figure44 ¢ ManagerSecurity Monitor $ate Change Events Ciew
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Time:
State: Success
Context: The monitor has been initialized for the first time or it has exited

maintenance mode
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AppMetrics Production Monitors

TheHealth Explorefor items listed in the AppMetrics Produati Monitors view can be selected by
double clicking on the production monitor state item, or by right clicking the row and seléttialgh

Explorerfrom the menu.

COM+ Application Health Monitor

The COM+ Application Health moniteflects the health of OM+ applications monitored by the
associated AppMetrics production monitor. It will change to an unhealthy state &heonitored
application, transaction, or component threshold has been exceeded. It wiltefleot whether any

monitored applications hae crashed or are hung.

This monitor will need to be reset to a healthy state manually by right clicking on the monitor and
selecting Reset Health once the alert has been viewed in the Alert View. luteithatically reset after
a 3 day interval has lapd, giving the operations center staff adequate time to view the alert and take

appropriate action.

Figure45- COM+ Application Health Monitor Knowledge View
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Summary

This monitor tracks COM+ application alerts generated by
AppMetrics monitoring

Configuration

NfA

Causes

If the state is unhealthy, AppMetrics has detected a configured
threshold has been exceeded, or that the monitored application has
hung or crashed

Resolutions

Take appropriate action to remedy situation, then manually reset
the maonitor health once the condition has been resolved

Additional Information

Refer to the event description and the alert view for more details j

The Health Explorer view shown above illustrateskhewledgeview of the COM+ Application Health

Monitor. The Knowledge view provides detailed information concerning the monitor, and gives causes

and resolutions for unhealthy states
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TheState Change Evenigew indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Figure46 - COM+ Application Health Monitor State Change View

Manager Availability Rollup Monitor
The Manager Availability Rollup monitor reflects the availability state of the hosting AppMetrics

manager.Unhealthy states rollup to the Production Monitor object, and will reset to a healthy state as
described in the documeation pertaining to the individual manager availability monitors, Manager
Connectivity and Manager Service.

Figure47 - Manager Availability Rollup Monitor
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